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The Baltic Health Network —
an important step towards
cross-border inter-operability

Claus Duedal Pedersen
International manager
MedCom
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Expected results eHeaIth

e Tools that facllitate the use of eHealth:
§ Cross border eHealth infrastructure
§ Guidelines on how to overcome
barriers for eHealth
§ Best practice examples
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o Security

e Common standards

e |P-address structure

* DNS (Domain Name System)

e National differences in character sets

Baltic Sea Region
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The tasks were to; altlc
eHeaIth

e Connect the three national networks and
the two regional networks into one secure

|IP-based network.

« Use the network for exchange of patient
data in two clinical test cases.

 Be able to connect at least 5 other
external partners on request during the

project period

Baltic Sea Region
INTERREG B
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The Challenges ='Balti
J eHegltllg

Connecting three national health network with at
about 200 hospitals (and at least 500 security

responsible people)
2 + n other hospitals if needed

Without jeopardizing the security of the
iIndividual network and hospital

And at the same time minimize the
administrative burden for the network and the

people responsible for the security.

Baltic Sea Region
INTERREG B
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The problem for anyone :. = Balti
that wants to communicate eHealtllg

\FWB

Firewall rules (B)

Hospital B

Hospital A |7

------------ Service B may be
User A may access accessed by
Service B User A

Cusera | Fmee
Baltic Sea Region
INTERREG Il B
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Hospital B

Hospital A
------------ Service B may be

accessed
by User A

Service B

User A may access
Service B

UserA |
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altlc
eHealth

FW A
k
Hosplta| A || Firewall rules (A)

User A

User A may access

Service B

\FWB

Firewall rules (B)

Service B may be
accessed by User A

Service B

Hospital B

Bitic Sea Region
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Manual administration =& altlc
eHeaIth

 No problem for a single example such as this

e But, if a national network contains 50 firewalls
and just 10 common services are to be used
across every unit, the total number of rules is

12,250
e Most firewall administrators can’t say who Is
responsible for every rule

Therefore: We need a system to keep track of
all these connections

Baltic Sea Region
Bl INTERREG ||[ E-
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All groups of users and all services are put
Into the system by the users

User A finds Service B In a large directory

User A enters a request for a connection to
system B

Both User A and the administrator of
Service B accepts the connection in the
system

The system generates rules which the firewall
administrators put into their firewalls e

a Region
INTERREG 1§
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Using the Connection £ 2. .
Agreement System - Baﬁ.’ﬁ

Firewall rules (B)

Hospital A

............ Service B may be
accessed by User A

User A may access
ServiceB | | -

sera | MEEE
“J Bcltic Sea Region
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The connection LB
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Everybody can find the services they need — and
each other

Eliminates the need for administering a huge
number of VPN tunnels

Establishes documentation of who ordered what
connection and how long it Is supposed to exist

Simplifies security administration
Takes care of conflicts with private IP addresses

A simple and inexpensive solution to a problem that
IS common to all nation-wide health care systems

Baltic Sea Region
INTERREG B
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eHea th
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¥ Main menu - Mozilla Firefox
Filer F.ediger Wis =5 kil EBogrnaerker Funkkioner Hiz=lp

e > T OS

The Danish Health Data Network (HDN)

|=__| htkps: ffafkale. medocom. dkf«alg. php

Logout
Wrielcome Martin Bech

You have 2 new agresements awaiting aprowv al

UMNI-C administration

F Aodd a site

F MNew external site

F Edit external site

F Edit a site
"M Baltic Sea Region
INTERREG Il B



Filer Rediger Ws &&tl  EBogmeerker  Funkkioner  Hislp

R
l@ ‘m; E_/:[ |D https: /faftale. medcom, dk)vishyedftaler php

o v

The Danish Health Data Network (HDN)

Logout | Menu

TESTLOKATIOM-aarhus new agreements

agreement no: 20050906085541-590
TESTLOKATIOMN-Lynghy-video
Server:

videostander.uni-c.medcom, 195.80.243.114, Alle-hgje-porte

Contact:
TESTLOKATIOMN-2 administrator

Comment: UNI-C test regel - til videokonference test (H.323 mv)
TESTLOKATION-Lyngby-video has deleted the agreement

7,
i} Delete agreement

k.ommentar:

|

TESTLOKATION-aarhus

Client:
yideotest, 195.80.243.70

Contact:
Lennart Sorth, tif.; 35878889

15-03-2006 12:58:23: Lennart Sorth Godkendt

akidokey

Anders Mundt Due Godkendt
Mogen i Arhus m3 godt lige sige ok ;-]

2-11-2003 14:18:35:

21-11-2005 14:03:06: Martin Bech Godkendt
22-03-2006 10:13:29: Lennart Sorth Fartrudt
22-03-2006 15:26:47: Lennart Sarth Fartrudt

31-10-200%5 14:11:231:
£-09-2003 08:35:53:

Anders Mundt Due Godkendt
Lennart Sorth Aftale oprettet

£-09-2005 08:56:42:  Lennart Sorth Godkendt
Lad os nu teste H.323 ml Lgb og Aarhus
£-09-2005 02:59:43: Lennart Sorth Godkendt

agreement no; 20051007135219-639
TESTLOKATION-Lyngby-video
SErver:
videostander.uni-c.medcom, 195.80.243.114, Polycom-wDio-KOMF

Contact;
TESTLOKATION-2 administrator

TESTLOKATIOMN-Lyngby-video has deleted the agreement

O Delete agreement

k.ommentar:
[ 1

Felt firt, der er jeg ogsa med pa 1]

TESTLOKATION-aarhus

Client:
yideotest, 195,80.243.70

Contact:
Lennart Sorth, tIf.: 358788589

15-03-2006 12:58:20: Lennart Sorth Godkendt
akidokey

22-03-2006 10:13:44: Lennart Sorth Fortrudt

7-10-2005 13:52:29: Dan Manster Aftale aprettet
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The Danish Health Data Network (HDN)

Logout | Menu

All agreements for H:5

e ![ Sho ] Mew timestamp:

Show agreements for a single site: | H:S

Lgreement

Mo 20030611154041-29 Expiration date: 0000-00-00 e () & HTTP Update
Server: Arhius Amt MNIP - Mationale Indikator Projekt Lone Karsvang 195.80.243.98 O pelete
Client: H:5 H5Klient Johan Kjzrgaard 195.80.242.33

Agreement e

N%. 20030925153731-69 Expiration date: 2008-09-25 O (O] ) SSH Update
Server: Sundheds Fortalen, sundhed.dk Sundhedsportalen TeamSitel Ole Widriksen 195.,80.245.1 O pelete
Client: H:5 H:5 redaktion til (teamsite) sundhedsportalen Gorm Mandsberg 195.80.242.34

Lgreement o ) et

Mo 20030925160840-70 Expiration date: 2008-09-25 @ O e HTTP Update
Server: Sundheds Portalen, sundhed.dk Sundhedsportalen TeamSitel Ole Widriksen 195.80.245.1 O pelete
Client: H:5 H.5 redaktion til (teamsite) sundhedsportalen Gorm Mandsherg 195.80.242.34

Agreement _— ) e

Mo, 20030225160913-71 Expiration date: 2008-09-25 @ ) I HTTP Update
Server: Sundheds Portalen, sundhed.dk Sundhedsportalen TeamSite2 Ole Widriksen 195.,80.245.2 O pelete
Client: H:S H:5 redaktion til (teamsite) sundhedsportalen Gorm Mandsberg 195.80.242.34

Agreement S : e

Mo 20030925161031-72 Expiration date: 2008-09-25 O O @ S5H Update
Server: Sundheds Portalen, sundhed.dk Sundhedsportalen TeamSite? Ole \Widriksen 195.80.245.2 O pelete
Client: H.5 H:S redaktion til (teamsite) sundhedsportalen Gorm Mandsbherg 195.80.242.34

Agreement _— . —

N 20030925161315-73 Expiration date: 2008-09-25 0 O @ HTTPS Update
Server: kahenhavns Praktiserende Lagers Laboratorium KPLL MNigls Hornum 195,80.243.75 O pelete
Client: H:5 HSEKlient Johan Kjzrgaard 195,80.242.33

Agreement o ! el

e 20031118092724-144  Expiration date: 2008-11-12 O ® (j HTTP Update
Server: Sundheds Portalen, sundhed.dk Sundhedsportalen WxC Ole Widriksen 195.80.245.6

|
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Why Is this a smairt L &
. altlc
solution eHeaIth

Creates a common security level and increases
the total security

The solution is very flexible, it is possible to
connect all kinds of secure networks from a
single GP surgery to whole regions. From 2 mb.
ADSL to 1 Gb. fixed connections

The network can be expanded when the need
are there — you don’t have to “boil the ocean”

Cost efficient - the construction cost for
Denmark was about € 350,000 and the annual
running cost for DK is about € 400,000.

Baltic Sea Region
INTEREEG B



-‘ ||I|\

!!“5“"""1;
b

’
)

| Ill'!llllll
b I

=

~h

M o
:J‘!."ii
427

eHealth Infrastructure

P77

Health
portal

Danish

Healthcare
Network 2
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And not forgetting..... eHealth

oll|

&
I !||
Co
24
-

N

« £ BN —EZERTI2ASEER BUMEE 1R
% RAHHER

« REBRMUASRAERBEIREMAYE

X

>0

RICER R

e
Ky

(Claus - please translate accurately)

Baltic Sea Region
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Creating the network is the same as
when elephants are mating
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There is a lot of disturbance and noise —
and you do not see the result until 22 months after..

Baltic Sea Region
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Survelllance and tools for _
errors solving
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For each VPN tunnel it is possible to:

* Register (graphic) the ping-time

* Register (graphic) the ping-quality

« Traffic amount (graphic) per tunnel

« Traffic amount per service (flow data)
e Show your own IP-address

* Ping and trace route return
* Possiblilities for iperf measurement of bandwidth

« Test of video conference quality to the central MCU

Baltic Sea Region
ullll INTERREG Il B



Example of the tool for (. &
p %= Baltic

ping quality

=X SundhedsDataMet Quality Stats - Microsoft Internet Explorer

eHealth

Filer Rediger Wis Forebrukne  Funkkioner  Hijselp 'h
. i - &Y - -l >, - = - 2
Qivee - © - [ [B) T O - s ® & 3
Adresse ].@ htbp: /195,80, 242, 2/pingstats/qualindex. cqi i I G3 Links ** @ ¥
F
Ping Quality NIP % Ping Quahtv LABKA . aarhus g Ping Quality test.ltv.sjunet.or ng
|| £ = =
Y] i = 4 g 4.0 = e =
{11 || = = R e e e JES S
| . 2 2 3 =
2.0 I = 2. 5 2.0 = 2.0 =
| |
e 1 D . st -~ i it
16: 00 16: 00 16: 00 16: 00
[ sent M received [ sent M received O sent M received O sent M received
Ping Quality a—-data %. Ping Quality aarhusamt :;, Ping Quality apotekernettet B Ping Quality ascott z
1, = 4.0 - = 4.0 : =
= 5 2.0 : S 2.0 : &
o.o— : . 0.0— e 0.0— 3 o.o— .
16 00 16: 00 16: 00 16 00
[0 sent M received [ sent M received [0 sent M received [0 sent M received
Ping Quality BeKTra % Ping Quality bora.dk g Ping Quality EBosted.net Ping Quality capgemini
4.0 - = 4.0 Z 4.0 - = 4.0 - S
2.0- & 2.0 = 2.0 S 2.0 S
o.o— B 0.0 L 0.o— B 0.0 .
16 00 16: 00 16: 00 16 00
O sent M received [ sent M received [ sent M receiuved O sent M received
| Ping Quality csc.medcom :3.:“ Fing Quality Dialog /_T26 §“ Fing Quality en—data.medcom Ping Quality fa.dk §i| K-
I@ http:ff195.80.242. 2/pingstats/qual_zoom.cgitsite=195.80.241.50 & Internet

= INTERREG Il B
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Traffic on the Baltic Health :
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Documentation

e Technical information about the Baltic Health

Network
— The Internet-based Health Data Network

— Security and Responsibility Health Data Network

— Agreement System for Health Data Network
— Agreement Terms for connection to the node of the

Health Data Network
— Service Order Form for Health Data Network

o At: http://www.baltic-
ehealth.org/Baltic_Health Network.htm

Baltic Sea Region
mllll INTERREG 111 B
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Next step V.S Baltic

eHealth

"Nobody uses crystal balls anymorel”

"M Baltic Sea Region
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HDN.eu altlc
eHeaIth

The HDN.eu project proposes to introduce an effective
way of establishing and administering secure network
connections for medical research and healthcare
nationally and internationally using the existing research

elnfrastructures in Europe.

The long term vision is that the whole of the European

health care sector can benefit in a significant way by
using this technology to communicate between the
different actors in the health care sector without
compromising the security and confidentiality of the
sensitive personal data involved.

14 partners from 10 European countries

More information on www.hdn.eu or contact MedCom ﬂ?ﬁ%@é&‘?.ﬁ%@m
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Thank you for your attention

MedCom
cdp@medcom.dk
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