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Expected results

• Tools that facilitate the use of eHealth:
§Cross border eHealth infrastructure
§Guidelines on how to overcome

barriers for eHealth
§Best practice examples



Technical issues

• Security
• Common standards
• IP-address structure
• DNS (Domain Name System)
• National differences in character sets



The tasks were to:

• Connect the three national networks and
the two regional networks into one secure
IP-based network.

• Use the network for exchange of patient
data in two clinical test cases.

• Be able to connect at least 5 other
external partners on request during the
project period



The Challenges

• Connecting three national health network with at
about 200 hospitals (and at least 500 security
responsible people)

• 2 + n other hospitals if needed
• Without jeopardizing the security of the

individual network and hospital
• And at the same time minimize the

administrative burden for the network and the
people responsible for the security.
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Set-up of a new connection
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Expiration of a connection
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Manual administration

• No problem for a single example such as this
• But, if a national network contains 50 firewalls

and just 10 common services are to be used
across every unit, the total number of rules is
12,250

• Most firewall administrators can’t say who is
responsible for every rule

Therefore: We need a system to keep track of
all these connections



The Connection
agreement system

• All groups of users and all services are put
into the system by the users

• User A finds Service B in a large directory
• User A enters a request for a connection to

system B
• Both User A and the administrator of

Service B accepts the connection in the
system

• The system generates rules which the fírewall
administrators put into their firewalls



Using the Connection
Agreement System
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The connection
agreement system

Everybody can find the services they need  and
each other
Eliminates the need for administering a huge
number of VPN tunnels
Establishes documentation of who ordered what
connection and how long it is supposed to exist
Simplifies security administration
Takes care of conflicts with private IP addresses
A simple and inexpensive solution to a problem that
is common to all nation-wide health care systems









Why is this a smart
solution

• Creates a common security level and increases
the total security

• The solution is very flexible, it is possible to
connect all kinds of secure networks from a
single GP surgery to whole regions. From 2 mb.
ADSL to 1 Gb. fixed connections

• The network can be expanded when the need
are there – you don’t have to “boil the ocean”

• Cost efficient  - the construction cost for
Denmark  was about € 350,000 and the annual
running cost for DK is about € 400,000.



eHealth Infrastructure
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And not forgetting…..

(Claus  - please translate accurately)



Creating the network is the same as
when elephants are mating

There is a lot of disturbance and noise –
and you do not see the result until 22 months after..



Surveillance and tools for
errors solving

For each VPN tunnel it is possible to:
• Register (graphic) the ping-time
• Register (graphic) the ping-quality
• Traffic amount  (graphic) per tunnel
• Traffic amount per service (flow data)
• Show your own IP-address
• Ping and trace route return
• Possibilities  for iperf measurement of bandwidth
• Test of video conference quality to the central MCU



Example of the tool for
ping quality



Traffic on the Baltic Health
Network

SDN trafik statistik (Kbytes pr. måned)
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Documentation

• Technical information about the Baltic Health
Network
– The Internet-based Health Data Network
– Security and Responsibility Health Data Network
– Agreement System for Health Data Network
– Agreement Terms for connection to the node of the

Health Data Network
– Service Order Form for Health Data Network

• At: http://www.baltic-
ehealth.org/Baltic_Health_Network.htm

http://www.baltic-


Next step



HDN.eu
• The HDN.eu project proposes to introduce an effective

way of establishing and administering secure network
connections for medical research and healthcare
nationally and internationally using the existing research
eInfrastructures in Europe.

• The long term vision is that the whole of the European
health care sector can benefit in a significant way by
using this technology to communicate between the
different actors in the health care sector without
compromising the security and confidentiality of the
sensitive personal data involved.

• 14 partners from 10 European countries

• More information on www.hdn.eu or contact MedCom

http://www.hdn.eu


Thank you for your attention

MedCom
cdp@medcom.dk
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